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DNS$ LOOKUP U Set the local time Manually

FILE MANAGEMENT
RESTART UTC-05:00 Eastern Time (US & Canada) v
Lendl =) Enable

© ADVANCED March v Sunday v 0200 v

November v | [1st v | [Sunday v| 0200 v]|

?
Reboot Schedule (YYYY/MM/DD) ® Once :[2014/01/01 ]

| (24 hour format)

Reboot Time (HH:MM)

842 — Setting, System

BRI FEEEHH : support@dvaco.com HARFZIFHE 1 4000585288 #5
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12.1.1 — System Information R&EE

K 24.

System Information R 45 E

araknis

System Information

System Name

2| |araknis

System IP Address

System Subnet Mask

Admin Username

2| |admin

Current Admin Password

New Admin Password

Confirm New Admin Password

%1% —Setting, System, System Information
S5

e Systemname RAKIK — WKL, WL 32 NFER,

AFETE M BRIME: araknis

e Admin Username &ftiH P4 — W EBHSIIEMHAF %, &2 32107, FFEIETEK;

ERINE: araknis

Current Admin Password & %00 — & B 28 1) & k%00, BRIAME: araknis
New Admin Password &30 — Al i 28 W B BT 108 K &Y
Confirm New Password i\ HT & 2500 — Al 2 B A 28 15 B BT 1 B %0

E: HTEEMAERYOEE, &7 0K RS ZRERSHAVE, BT OEE KD

(B

1. B E

2. BN ARTE
3. iy “BH IRAFBCE

BARZFHESEEHH : support@dvaco.com
R RS 8 :010-85753236 # 8026
1T BRSSHBiE : 010-85753236 # 8008
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12.1.2 — Time Zone B Xi&E
K 25:  Time Setting I [a]i% &

Time Setting

* Set the local time using Network Time Protocol (NTP) automatically

Set the local ime Manually

Time Zone UTC-05:00 Eastern Time (US & Canada) v
Daylight Savings Time Enable

Start Date March v B 2nd v || Sunday v 0200 v
End Date November v | 1st v | |Sunday v||0200 v
NTP Server time.nistgov

K] 26: Manual Time Setting F-3lji [A] % &

Time Setting

Set the local time using Network Time Protocol (NTP) automatically

® Sat the local tme Manually

Date 2015:03:30 (yyyy:mm:dd)

Time 13:03:48

%1% — Setting, System, System Information
S5
* Auto/Manual Time Setting HZl)/F-aNE & E — G H MR E ML (NTP) B3k
Y 18] 3 2 A FH = 2 I A i B
Set the local time Manually T3 W& — Fa3h3ES R A F1 H#H
Date HIl - FaPESHE, . H. H
Time WA — FIIESHE], DE, 50, #, @B & BT B phok i s dEni e
Time Zone HJ[X — il N7 it UM R BT X, H ED9+8
Enable Daylight Saving )i B i &~ JF)5 /AR R 4, 769 B AT DLATF S b D g
Start Date FFURHT[H]
End Date 4% WIS [H]
NTP Server NTP lx 5548 — A H Sl 8] 15 B FE (L () SE R IR 2528, BN BIE G K EZ 215
LA

H2RBEI 4. Ei4 (Daylight Saving Time: DST) , MXH“H T 2t i) f1« & A0 [A])7, &
— PR ORI Z) BE RN I 1 7 IS [8) B B2, X — ) B SIeAT B TR) B R FH A 48— s[RI RO “ 5
LI IE” . —BAER LR B 22 N ORI TR AT — /NN, AT RSN LA R, DI, DL
AR DI T, T2 A L & AN RGN E I B X BARRUE A . B AT A
i 110 NMERKGFEEIATE AW BARRIEE a8k U, ESATEN SMEZK, FREIYgEI i
BIFFEMEE R EH M, wTCACRIERS B #S0) (A] IEAf . 1 A B 7R 1992 FEite, B AR #5547,

(B
1. Bl E
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2. Wi Rl RIFRE. |
12.1.3 — Auto-Reboot HEIEH &3

EH B3 E T ashIhRe, EHE B ERE b s, XA b 2% T R OR TG d s A .
K] 27:  Auto-Reboot Menu [ 5 1 5 552

Auto-Reboot

Status Enable

Reboot Schedule (YYYY/MM/DD) ® Once : ROTAIIRT

Every: Sunday Monday Tuesday Wednesday Thursday Friday
Saturday

Reboot Time (HH:MM) 00:00 (24 hour format,

%1% —Setting, System, System Information

ZH

o Status K& - WL A, KIF)EEOCH HINEGIIRE, BRI

* Reboot Schedule (YYYY/MM/DD) E A [A]% — Once fEH:-—KEH i —IX; Every fEENE
HAJL (i) ERE&

* Reboot Time (HH:MM) H 58] — B2 55 (17N F1 5

(B
1. B E
2. Haly R RAFIEE

VE: HINEE R R R R B R, XA ]2 X 2% A58 s I s
MRERZ k&, TEREAIERIIGE, TATEVCAZ SN B 3 55 N 18] 5 E R
N ] — sk 8] 5
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MNMETWORKS

12.2 —=WAN Wan O#&

HiE WAN D E s, el Uik E WANL A1 2 [, SRitiT B E
28:  WAN Settings Menu WAN 135 B 3

waN status [

T R TR 2000

Interface Setting

I R | N |
a2 |

Ful v

* HKeap Alive ' Redial Period |30 | Sec.

000.0 m.nn.n

' Ayt 2 Manual 1500

4% — Setting, WAN

23
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12.2.1 — WAN Status Wan [1IRZS
K] 29: WAN Status Wan FDIRFS

WAMN Statiis P
WANT ANz |
P Address 67.107.180,199 0.00.0
Submet Mask 2552552400 0000 |
Default Gateway a7.187.178.1 0000
DHs 2888 0000 |

%1% — Setting, WAN

5

e |PAddress . Subnet Mask . Default Gateway . DNS — &4 FHBLM G, it Ex WAN
I 1P Hbhl, FRIHERD, WA DNS AR%5 4

* Release BfIX — BT HHIRETBCU AT I 1P Hiukik 35 [7] DHCP it

o Renew ¥ — FATHARAHH 24 ET WAN 4%, IR 1P Ml T RERCAE, Al REAR S

12.2.2 — Interface Setting % OB E

WE WANL2 % A FK, TR T A
K 30: Interface Setting i I \Woni% B

Interface Setting

ilertace Name ] speea /| Dupiex ]
WAN1 AN 1 At (10E0ps) T Full =
WANZ WANZ I Auto [100ps) v | Full v |

%1% — Setting, WAN

S5

* Name #FF — HE X WAN1R2 HJ#4HK

e Speed EFE — WHEH WAN12 HJi# %, Auto(1Gbps), 100Mbps, 10Mbps, F<M]; BRIAE:
Auto(1Gbps)

* Duplex X T — »E WAN12 ) TAER AT 4 B TIE &0 L, MR % E N Auto 22N
AT, AR EN; BOME: 20T

VE: AT (RIS 0T LT R A, AT S
AT 7B T P R B R %, LT XL
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TWORKS

12.2.3 — WAN Setting WAN ¥z 0% E

B E WANL2 b R ER R T I B
K 31:  WAN Setting WAN i [ &

WAN Setting

WANT WAN2 |
WAN Connection Type PPPOE v DHCP
WAN ¥ Address 0000 |
Subnet Mask 255.255.255.0
Oefault Gatowny |
DNS Server 1 0.0.00 0000
ONS Server 2 000 0000 |
Use Static DNS
Username |
Password

* Connect on Demand - Max idle Time 5 Min Connect on Demand - Max Kie Time 5 Min. |

al Period 30 Set Keep Alive - Redial Perdod 30

Internal LAN P Range 0000 0000 0000 18,0000 |
MTU @| ® Ao O Manual 1500
Load Balance O« Ao Link Failover : Primary WAN a1 v (Specy whith WAN is primary, the other one will be backup) |

1% - Setting, WAN
2
* WAN Connection Type WAN [TTEHEA — 1EFE WAN CIEREAY, 1lik: DHCP, FEaHL
fik, PPPoE , FEHAMHL; ERIN: DHCP
WAN IP Address . Subnet Mask . Default Gateway . DNS12 - ¥ &E WAN ] IP Mk,
TIHERS, OCHT DNS lR4548; 24 WAN 18R I% 4 DHCP 11 PPPoE B, iX4E 25N H
IR, R, ek TR E
* Use Static DNS f# FH##45 DNS— 4 WAN 12 83E$ 4 DHCP 1 PPPoE I, il 1t IF i3 it Bh e,
] LLF-Z3E S DNS %S4
* Username H 4% — I NEERH 4, RAE WAN HERAERN PPPoE I A LU{H H
e Password Y — I NEEH P AKEW, HAEE WAN H3RAEE N PPPoE i Al LAf# H
* Connecton Demand %7 iEH: — MH#IHLE RA AN TR FIR%, 2% 28 A4 3k 58k
W, JEn] CUES R R, thndiiES 5, AR 5 seAMER MY, Hahlkizgk; RfF
fE WAN 128235484 PPPoE IS AT LLff
* Keep Alive fREFEHZPIRE — BE R TALE SRR R BR8], w3 TR, FRORFREE
M EERERMN, fFiin] DUESR A, inyiiES 30, IR s 30 P E ik
S RATE WAN [2RBUESEA PPPoE B Al U H

¥¥: Connect on Demand F1 Keep Alive N H LT, UL — MK EE/ M AWM HR 2 H B
BAER T AT, FrUMERR T 3 HAE WAN DZRALE$EA PPPoE B ] DAd

* Internal LAN IP Range P& IP Huhik 7 — LAN FT(F) 1P Mk 28 3 WAN TR E M %%, LA 1E
WAN [T 835 5 9325 B B2 6 m] LUASE FH

* MTU (Maximum Transmission Unit) Bt RXFERIEIG — FIIN & FiERAE, #2EE— X

— NP AL HOR LI . T MTU $85€ 1 WS s & s i KRS, AR RATH

FHEICLRPI T, MTU &2 1500 715 I b R/ N Bl 2 22 43 100 43 37 40 5 H
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B4 . BRI AR IE I BR i MR —FF, TR B IR s B T, R S — L e,
st R B . BRIME DN Auto. W EATE R MTU B 1T LAE G5 sk 4T AT
“ LR ESE B, FHEWPLE SR RS

* Load Balance 11 #3517
Auto: K IBER, B 2% [FIRHE P> WAN E R, X RER 2S5t 45 & T 74 WAN
T b/ R, ISl 7B P Ak . Wi —A> WAN I 5Bk 7 42 b
TF, BSHEHKIR S 5 — A WAN EOREGHE BB &Rz . Auto NERIANE B .
Link Failover BER&HASED)He: KA BB, B& a8 RN R —4~ 3 WAN AT B
R, M5 WAN DR A4 WAN . Gn S 3 WAN T E B W T, A4 B o
2 H Bk B ERE Y e 2 4 WAN [ E. %3 WANT, ] WAN1 Y3 WAN [T, WAN?2
N H WAN 5 JE$E WAN2, T2 .

12.2.3.1 - THEMERRR

* PPPoE #£'T LW - FEiFizE Ml NIEWIKS . wrEES T HirtEA4 R
HATE MR TE, #E T PPPoE $k 5 IXM A . AEIXIK 5 B 5 % &% WAN [
(1P HUhEF 2 A2 1L

* Static IP ##AS IP Mkl — WS ER A4 1P sk, TR, MSSHT DNS RS E )
B a1 s —MRE T RMEIAEE, X 1P kb oy [ 5

* DHCP zhZs IP bl — Ttz e e Rl I MgEO, RAHMbER, ZHTMNE
% e ) 88K

12.2.3.2 - ZFMHTHRBRE MTUE, F3HhixE MTU {8

WE MTU K/hE— N ERE SRR B KME 1500 FFa6 N, B2 REfE.
NHME 2 — B REAR R — e FH MTU B 51 & A i) R

1500: LK M(E SR KAE, t2ERIME . 25 PPPoE F1 VPN [ IEHZ 1 SL T % &
P AR MG R A A AL BRI E

1492: PPPoE [ fH:{H

1472: fHH ping FIERAKME (KTHEREEBS M)

1468: DHCP fHfH 1l

1430: VPN F1 PPTP [Iff:{H

576: h'TEFEE] ISP FIbRAEE

AT FEhhE MTU {H
R ERERIN WY, TAN S R 2 B P 4%
ping -f -1 1500 127.0.0.1
C:\WINDOWS>ping -f -1 1500 127.0.0.1
Pinging 127.0.0.1 with 1500 bytes of data:
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
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Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Ping statistics for 127.0.0.1:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss), Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 0ms, Average = Oms

FHTH, 2 LS CRZ& 1), 1500 2EATENR MTU E, RHERT
Packet needs to be fragmented but DF set. IX/NAR7PH, HBK/N MTUE KK T, FRFEE /MY
MTU A 47! et IBERIRATE R 1464 KM -

C:\WINDOWS>ping -f -1 1464 127.0.0.1
Pinging 127.0.0.1 with 1464 bytes of data:
Reply from 127.0.0.1: bytes=1464 time=10ms TTL=128
Reply from 127.0.0.1: bytes=1464 time<10ms TTL=128
Reply from 127.0.0.1: bytes=1464 time<10ms TTL=128
Reply from 127.0.0.1: bytes=1464 time<10ms TTL=128
Ping statistics for 127.0.0.1:
Packets: Sent = 4, Received =4, Lost = 0 (0% loss), Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 10ms, Average = 2ms

SR T RN T ERERRE A MTU (R AT AT, smZE IR H AT AT i Bk
MTU B! XFE—R, FEWE BRI, A AT LU 21 A e o ek !

i MTU {E: AH BRI IERBIEBEIE AR MTU B8 e B i
A, EHXAMER 28 A RIAT R ER MTU B! BrbL, 78 e, AT
) MTU 52 1464+28=1492! AR5 HiX MAE S B H 88

12.2.4 —Network Service Detection %% R &#

BT BE WAL A 1 25 21 = A~ H AR Rl 72 LR _E R IERDIRES . AR 88 AN RE ping BT 1Y
=AWk, AT DAY BRI L AE BARAAAE H S, AT LR W 20 R R D e 22 4 FH I 4% (2R
% 28 1) WANL AT WAN2 #RB4G B I X %2

€] 32:  Network Service Detection Menu [ 2% Jilz 554 Il =2 52

Network Service Detection

Enable 9 ves

Retry Count

Retry Timeout a8 30 saeconds

Failure Timeout J | Log the event and failover to the backup WAN ¥

Target Website 1

Target Website 2

Target Website 3

%1% — Setting, WAN
28
o Enable— A JT R B LI RS K I ThAE: BRIME: <M
e Retry Count FEi{REL — & B HEE WA IEBIRES IR EG BRMME: 5K
27
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o Retry Timeout EEIA[AING — & B RPN Rl E ARSI RIS (7], BRIAE: 30 #0
* Failure Timeout MRk M Eh{E

Log the event in system log : 03X/, FHFHEHAM WAN [, LAN HERFHER:; X4
IS A T 8% A A —4 WAN %

Log the event and failover to the backup WAN: e F 4, 2R 5K % B 25 1 B3 X IZE H2 V) ¥
225 H WAN [

* Target Website 123 HARM G — BEE = H AR b

12.3-LAN LAN 08

fEH LAN 32 Bk B 4% 21 4 4~ LAN 3 T E
K] 33: LAN Setting Menu  LAN 1% B SE 5

Port Settings
Interface Name | Speed | Duplex
LAN1 LAN1 Auto (1Gbps) v Full »
LANZ LAN2 Auto (1Gbps) v Full =
LAN3 LAN3 Auto (1Gbps) v Full v
LAN4 LAN4 Auto (1Gbps) ¥ Full v
DHCP Server Settings
VLAN ID 5 . _ | Lease Time
| SubnetiP | Subnet Mask Name DHCP Mode | IP Range/Relay Server | (Mintues) DNS Server Mode | DNS Delete
369 168 1 1 1:.0.0.00
1 192.168.1.1 255.255.255.0 default Server v 92.166.1.100 1440 Proxy v m’
192.166.1.149 2:10000
Coesmvow | o)
DHCP Reservation Table
Enable | Static IP Address MAC Address Name Delete
L 192.168.1.20 88:DC:96:1D:33:68 WAP m'
Add
LA .
%1% — Setting, LAN
12.3.1 — Port Setting IO E
. Sl ML e
K 34: Port Setting Menu ¥ I ¥ B S H
Port Settings
Interface Name | Speed | Duplex
LAN1 LAN1 Auto (1Gbps) v Ful v
LANZ LAN2 Auto (1Gbps) * Full v
LANJ LAN3 Auto (1Gbps) * Full =
LAN4 LAN4 Auto (1Gbps) ¥ Full v

1% — Setting, LAN
SR
* Name #FR — HE X LANY2/3/4 B4 FK
e Speed HEF — X HE LAN12AA [)IEZX, Auto(1Gbps), 100Mbps, 10Mbps, J<H]; ZRIME:
28
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Auto(1Gbps)
Duplex XL — % & LANY/2/3/4 i) AR 42 EX TR WL, LK E N Auto =&
NN, AretE s BIME: &L

araknis

12.3.2 — DHCP Server Setting DHCP fR&-%i%E

] 35: Port Setting Menu i 1% B 36 5
DHCP Server Settings
VLANID | gypnetip /| subnet Mask Name DHCP Mode 7| 1P Range/Relay Server :i::;.'n:m DNS Server Mode /| DNS | Delete
@
: T
%1% — Setting, LAN
ZH
* VLANID LRI 1D - WE BB E 1D; BHAME: 1
 SubnetIP P IP Hutk — & EF MK 1P Hutik
* Subnet Mask FPIHERS — WE T M H) T MRS ; BRIME: 255.255.255.0
* Name TMZFR — HBhLAF M FR
e DHCP Mode DHCP #x{ — HJi%: None, Server, Relay

BARZFHESEEHH : support@dvaco.com
R RS 8 :010-85753236 # 8026

it

None: ANJFJE T DHCP k5528
Server R 55 #%: JFJ5 DHCP k554, TFia)a, S NE P Ui/ AC 1P Huhk
Relay H14k: JF /5 DHCP FH 4k AR =
DHCP F14k: U5 DHCP & /' HL5 DHCP AR ZS#87E [ — M3 By, D25 P L AT DA I 3
SRIFENZS /I ip Hhhik . WIRATE R — M EER B, |75 %2 DHCP Relay. H DHCP Relay
I AT DL AE BN BRI N BEH AT DHCP IR 4% 8 1) 00 2, & A DAL 36 T B B AR AE [6])—
ANYDELF A1) DHCP R4S 3%, 0] LIS IR 45 4% 097 B A% R 45 AN AE [/ — AN 27 W ) DHCP
B L
IP Range/Relay Server — ¥ & DHCP Il 5- 257G, #RiA: 192.168.1.100~150
Lease Time P Hihib A2y A) — 152 & 1P Huhik A 25 B (]
DNS Server Mode DNS 452853 — Wi%: Proxy, ISP, Static
Proxy: ¥ FHAREE IR 5548
ISP: 8 iz & R 4L 1 DNS IR%52%,
Static: F-ZJlC & DNS k%55
DNS - FZI1E DNS 12 & #sht, 24 DNS #ixCik#¢ Static i, AL T E
Delete MIBR — riihi “BiIF” MIBRTMI%%
Create VLAN QU HIEM RN - EEZEEFFEHANHILTIRE
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12.3.2.1 = f+4 R |P Hh- A LB H).

2] MORMAE DA, R — Rl RARUMEH . SR LB, R
AUE LA sl TR — AN A B N SRR X AN k. 1P Mk A 2 B 1E] 2R AT IX
AR, A P il DHCP AR S5 #5 1E #2845 RIS %, DHCP R4S #y &/ BLsh e — A 1P
Huhl, FEFAETHEA LR R, YL AR, DHCP AR 28 n) LLE XA 1P Huhikp Fic 25 i Ath 7%
J i A FH o

12.3.2.2 — f14 4 DNS iR%#8:

DNS AR 45 #5298 “IRAMRNTIR S48 » T4 SR FATE R Frift it “Mak” o 78 BB il
SIS ERAF RN, SEPR B2 TR ERNEZ RN P bk fE ATV I . el
220.181.38.4, XN IP B H LM HASLH 1P HE—A, HAEH PRI R A XA 1P Hb
HEtrT LEE VT R E T, AN #EE — AN A 1P bk, a0 55 78 Y R U A
NIX 8 1P b SR IEAT U5 M 1915, ToEE A 1R RICIZHE Y, il & FATE & m i 2 (RhE)
SR 3 33 475 7] 19 o

12.3.3 — DHCP Reservation Table DHCP WiE®

i FH] DHCP TIIT R ARG & it ) 1P k. bV T2 — DR P i B — N ERAS 1P bk
K] 36: DHCP Reservation Table DHCP T €%

DHCP Reservation Table
Enable | Static IP Address MAC Address | Name
192.168.1.20 B3:DC:BE:1D:33:68

Delete
]
[ 4 |

%1% — Setting, LAN

S5

Enable — HIEHE, S5, BEEHZSXIXANE P um S DHCP #iE ke
Static IP Address  — 7EUUHE VIS & i 1 75 L T0E 1) 1P Hbdik
MAC Address — 7EIHE YIRS & Ui 5 £ 1Y MAC Hiuhik

Name - H & & &4

Delete — miili “HiIRAH” MIBR—A DHCP FilE &

ADD — BN ) DHCP FiliE 3
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12.4 — Firewall PBhk3iE
37: Bk E SRR

General Settings

Stateful Packet Inspection (SPI)

?
Block WAN Request (7]

HTTPS
?

Content Filter

Time Activated Aways v| Fromhhmm)[ | Tothhmm)[ ]

4% — Setting, Firewall
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12.4.1 — General Setting —&KE
Kl 38: — BT kI E SR

General Settings

Firewall oN

Stateful Packet Inspection (SPI) o

DoS Prevention fon’

Block WAN Request >9N [

Remote Management ON Port 8081
HTTPS

Multicast Passthrough

uPnP N[

Bonjour | (onl

%1% — Setting, Firewall

R

Firewall — FTHFEE QBT K% BOME: 4T
ANV PR K G ThAE,  IXFE T 2% 185 110 o) 285 180 1) e iy

Stateful Packet Inspection (SPI) — AIRZSEIE IR, kK%, FTHEEECH, BRATFA

DoS Prevention -DOS KLifiBhid, FTHEE LA, BRATF S

Block WAN Request — i3 JH Block WAN Request ZhfE, B M8 AN N K B Internet 1)
Ping ir %, —EfEE LA TR < at:, BIAFA

Remote Management A2 — 5 FH UL DIRE )G, AT DALE 0 v il 0o & 2 B th AR 7)) 38 1P
iR TR A PR 11, SZEMARE T [ 2 EH A8 1 Web 1 B 5, BRG]

ER: AL IIGERT, BB SIORMRE RS R EN, RAUETREEF 2L, iR
INERSTCVETT G BT fg

HTTPS — JaH HTTPS, G —ANHE 22 A 5 31 B8 (28 1) N 28 3 11 o BRUAS LR, HTTPS
G 8 443, fEMIFEFITE SRAHER AR T 80

Multicast Pass through -

UPNnP — UPnP & J<iE Universal Plug and Play B FBRE4E S, — BN PR RaE NSRRI AT, 2%
HH#8 UPnP ZHREH T SCl R v ST AL AN & e R sl e 4%, Jadt X 2% B B4R e S0 82, 1M
HEHEBELFER P2, Bl uPnP ZhEe H T R8N 45 TH AL e sh i &, Uit
W {E 2%, IER P2P BTG 1] PN 45 (B, AW FE ZRAURT 22 55T 2055 77 TH M 3K A
15 009 2% B AR R

Bonjour — ECEIKM, BEEBNKIL IP ML F AT % & FARS . Bonjour ffH Tlis
HERT 1P PSR VB4 BB KB G, AT A 1P Mol BCEC & DNS ARk45 2%
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12.4.1.1 — Configuring Remote Management &EBERfE%3
K] 39: mAEEFRIKE

| Remote Management ? | oN Port 2081 |
1 1

1. %4%: Setting, Firewall

2. BEfEEREHRIHERE RN “ON”, AN—"H T EEEF M 05, Bl 5 8081,
SEREWNE 2 U Rh bl

3. miiA TAI “apply” tZBERIRAFRE

4, WIREEHARN WAN 1P M2 3h A0, 75 2% E DDNS, miEE X IIRe4 fefd A

5. FENVEAS IS0 5 A DDN(ELERES 1P Hulib), mitn] DASC A2 B 5 Thhe

12.4.1.2 — Using Remote Management {# F @&

S FH BRI AR 6 S Bk B A%, FH P 07 0 DO 4R 561 A\ DDNS (B WAN 1P Hbidik ) RISZe 2 6 55 vy
15, SRJE7EAd A % Hh 28 10 8 FH 7 44 AN b A7 5 5% .

240 & THHE

DDNS A smithrouter.araknis.com, i[5 4 8081

Kl 40: R E SR 2

“~ C N ttp://smithrouter.araknisdns.com

‘araknis
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12.4.2 — Content Filter &S 3E

FUVF A A5 R TR) PR il R sty 5 PR i1l 1) 07 sk 6 17 0] 1) web
K 41: Content Filter W21y % B T

Content Filter

Enable [

Time Activated Always ¥ | From (hhzmm To (hh:mm

e
Days Activated ¥ Everyday ~ Sun ¥ Man}ma “ Wed ¥ Thu ¥ Fn ¥ Sat I

Key Words

%1% — Setting, Firewall

S5

e Enable - fiii#%dll, EF “ON” , KIFBAELIEINRE: BRIk <M
* Time & Day Activated — ¥ E I [AIFR KT WA E 1,

e KeyWords — #INIFEZILPEM) IP Mkt 8535 URLs

* ADD - HrgE—PMHNEILIE

o Delete —miili “BIRAH” MIBR—A N IE

12.4.2.1 — Configuring Content Filter &R TIETE

1. &R “ON” JF g N F L iEThRE
2. BN A SRR AR
Always —H : & Always, NIFRRHNFILIETNRE —EHIF A, X H 2GRN [H3E S N
K, RRABERE
Interval [AIf% : &+ Interval, FH /7 0] DL AT 1% € 7E S L0 ) 5 A I D8 D RE, SR EEm) [a) A
VAWE
3. B “ADD” , WIN—ASHA R E, TR 2 A
4, TEFTOVEER 2 3G N7 Zd e R 1P Huhk B R hk
5. 1&F “Apply” , RAEZHTIRE

THEFRRM T B sk

This URLs or Page has been blocked.
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12.5 — DDNS Fh& 4 T

DDNS & ¥ H P B304 1P Mtk Bl 21— AN [ 58 3844 AT R 25 b, B P B UG R I 28 TR IS 25
JURRR P R 2B S AR AT LI ENES 1P MG A A T RS T BN E RSS2 FE 7
R 55 #3FE 7 1 S He 41k DNS AR 45 TSI BN A48 4 b

¥ 42: Dynamic DNS Settings Menu ZhAS I8 4 i b 5t S B

[ DDNS |

Dynamic DNS Settings

WANT | wanz
Service B
Usernams I
Passwornd
Host Name ; |
— [ ] [
WAN I Adrsss. 0000 | poo0
stal @

%1% — Setting, DDNS

S5

Service — M NfZRHELHIESE DDNS k554

Username — DDNS REG#HH 4

Password — DDNS JI% 5% 58 55 1L

Host Name ~— DDNS AR 55 #3145 4 Bk

Register — fiili “Yes” X} DDNS AR 5% 8 R4 Mt

WAN IP Address — M\ DDNS Iz 5525 3KHUEI ] WAN 11 1P Hihik
Status — {7~ DDNS & 20N
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12.5.1 — Configuring DDNS Accounts # & DDNS ik

K] 43: DDNS Configuration DDNS AR 55 28 W & 5 1

[ DDNS ]
Dynamic DNS Settings
WAN1 WANZ

Service Ak -
Usarnam;

Password

Host Hame N rw 7 32 _araknisdns com

Regisier m m
WAN P Address 67197 168 199 0000
||||||| e DB I ik

Lo Lo
1. fENh s EE “araknisdns.com”
2. 1f Host Name HLIHBE M 4R, HF#HHE X
3. sl “Apply” TRAFIE, FFIFUAHEAT DDNS AR 552593
4, BRAERIN)G,  “Status” RSP S BIRFEAPIRGS
5. W% host name #% (5 A, HHTHE N HT ARG BRI S TR HREL

12.6 — Port Forwarding ¥ H B&t

A AR S 1 R At R A B A Y 1P b R R — i T 3 R ) —
MLEs E, PO RURA R 1P B AN S, 5% 884 B 3018 SR U5 in) R M5 B2 1P Hudik R AL
Ao I vty 1 AL 2 AT DASIRE

TR B SR A TRAG A URI S AG L

TEFEE AT L&

TEFEE M BBEBEE A (AP, I
VE: VP2 AT WOFE AT B It 150 B 9 45 FH BRI 1ty 115 o 481 G, HTTPS iR 453 i i ity 11 443,
T SMTP HIB A4 i 2538 55 8 FH 25 B o
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1
2
3.
4.
5
6
7

i\}? DVACO

araknis

# STATUS
SYSTEM

CLIENTS AND SERVICES

FIREWALL

» PORT FORWARDING
SECURITY
2 MAINTENANCE

PING

. Rl Add AN B

. 1%&#% Protocol, E{ZE ¥ (TCP, UDP #1 both)
IHS Internal Address, A<MV £ 1P Huhik
5 Internal Port, ZASHbi% 453 1

araknis

ER: System Time: 2015-03-27 09:15:47 System Uptime: 1d 15:17:30
Enable Protocol | Internal Address < | Internal Port o' | External Port | Description ~| Delete
td TCP v 182.168.1.20 80 5420 WAP m
] TCP v 192.168.1.21 80 5421 ASUS m
d TCP v 192.168.1.30 80 5430 ManagedSwitch m
v TCP v 102.168.1 40 50 5440 WB-400 ﬂ
! TCP 192.168.1.41 80 5441 WB-500 I}
L4 TCP 192.168.1 50 80 5450 NVR m
e TCP 192.168.1.51 a0 5451 FriDoorCam m
o TCP 192.168.1.52 80 5452 CUB-IPW m

'S External Port, #J s 1, S 15 ANRERT A B2 A H i 115 7R

5 Description, gk
miihy Apply PRAF I LAETC &

INARANE 5 B I FE sy Delete, MHIERFRII .

BEARZHESEFHBA : support@dvaco.com
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12.7 — Security &4
8 FH Security 2242 B BE B T ISAE . 83 HE ISR AR 55 4 3% R 45 H BRI VPN TiCE SO

i
=
araxknis
’ SECURITY
® STATUS
Email Alert
tal Enabl:
) SETTINGS
SYSTEM
wan | supj ject
Email Account
Username
‘ i Password
»SECURTY | SMTP Server @[ ] port:2s
¥ MAINTENANCE Security Mode
0 Queu 0
og Time hol i
nail Log Now

Status — FTJH /5 B2
From — ARIEHRARITHEAE
To — BUCHBARRIHEFE
Email Account
Username - HEFEIK /" (Outlook, Gmail, etc.)
Password — HIB#H & it 2 AL
SMTP Server — HBAH ) SMTP ik Al H 5
Security Mode — AIEMBAF N2
Log Queue Length — K% HEXHESHIZK B
Log Time Threshold — ik H G HBAF RIS [AI ] B%, BB AL 1 KRIEA 1440 438
i R S v
Email %/ % Ut 1145 (TLS) Ui 15 (SSL)
Gmail 587 465
Outlook 25 or 587 -
Microsoft Exchange | 25 465
Yahoo - 465
Office 587 -
38
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A5 FH LSS R T BE AR DR X 25 1r) i, 4EdP s A0 e B SCPE, IR T Sis & 1 [F

13.1 — Ping Ping M
FIF Ping iy 4 AT LUK 25 90 48 2 75 138, AT AR I 1 A5 R AT 40 A7 60 20 5 ) 4 s

Or@kﬁig » CLOUD SERVER: Connectel System Time: 2015-03-27 09:16:5
' [ PING |
Ping host or IP address : 8888 | co |
Status : Test Succeeded
Packets : 474 transmitted 4/4 received,0 % loss

Minimun = 14.8 ms
Round Trip Time : Maximun = 15.9 ms
Average = 155 ms

Ping host or IP address — % A\ HAR¥ % IP Hulik, i Go FZEH T 46
Status — ZATHIIAG B

Packets — =T Ping EE KV E4E B

Round Trip Time Ping — M2 EIRE IR K, &/ K-FIE

13.2 - DNS Lookup DNS ##&

i FHl DNS R ZhEE R AR DNS IR 55 28 1 100, FFRAfAR 1P 13 & A 5] H 1) DNS R4 2% &8 shFHia
1T

ard kﬂiS CLOUD SERVER: Connected System Time: 2015-03-30 17:2032 System Uptime: 0d 00:08:15
‘
@ sTATUS
Look up the name : m

(D seTTINGS
SYSTEM

LoGouT
(5) ADVANCED

Look up the name I AMUEZAFR, s Go %4 AR

39

BARZEESEEHSE | support@dvaco.com HARZFBIE : 4000585288 5
€/5RS 8% :010-85753236 ¥ 8026 RitBRSHRFE : design@dvaco.com &
i BRSS BiF : 010-85753236 # 8008 B MY - www.dvaco.com



R DVACO araknis

WORKS

13.3 - File Management & #
B8 0 b A i R [ B

araknis & CLOUD SERVER: Comnected  © System Time: 20159
FILE MANAGEMENT
Configuration File
Backup Current Configuration
ol e Sontionmation B _ | [ Choose File | No file chosen
pload New Configuration File > -
From PC
Restore Factory Defaults
Firmware
Current Firmware Version v1.02.16
. . Firmware Build Date Mar 13 2015 10:47:01
. Choose File | No file chosen
9 MAINTENANCE Upload New Firmware
= oa

Backup Current Configuration — fRAFHECE (S BB HAK, M To PC $&4 IR 47

Upload New Configuration File - [FALZJEARLE(EE, M Choose File (A, i From PC

FAERLE

Restore Factory Defaults — fiifi Yse kKR 3% &, #0085 Confirm, HAH P 4 /% 0
(araknis/araknis)

13.3.2 — Firmware [E#&
5 2R [ELE T2

Firmware

Current Firmware Version v1.02.16
= Firmware Build Date Mar 13 2015 10:47:01
5 Choose File |No file chosen
9 MAINTENANCE Upload New Firmware

Current Firmware Version — % f1 &8 5L £E [ 44F i As
Firmware Build Date — [#]/4 F) 2 45 I} [A]
Upload New Firmware — [FALHT[EE, Aidi Choose File &£ [E 14, s Upload A% #T [l 4

13.4 — Restart EJ3

i
araknis CLOUD SERVER: Connected System Time: 2015-03-30 18:42:02 System Uptime: 0d 01:30:45
RESTART

@ sTATUS
SYSTEM Reboot the device
CLENISANIEEMCES To reboot device, click Restart Router bution.
PORTS

:

) SETTINGS
SYSTEM

WAN

Restart Router it ULZ4IE 5 M HH#s, AR “H)5FTE—BWmE” , S oK EH)E.
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13.5 - Logout
1R H P b A S

araknis
e

@ sTaTUS
SYSTEM

rrrrrr
O seTTinGs
SYSTEM

To Logout, elick Logout button.

Logout riili Logout #2441, #HIHE /RN S Confirm HAUEH, sidi Cancel BUHIE H .

EL-RICERAFER BB, EESRERENZER, D#k
o BT I 2% 388 45 B 5 SR % % Eh 5 R RE SR

14.1 —-Routing BH
B2 I Y P St ) e At Do e ] — A [ 5 (2 3
B A IR BB T VP E AN BB B 2870 TS . B0, 75— AN RI AN, 110

HH#s 1/ 1P Hihik 192.168.1.0. 7 3 BT EENLERE 2 B 2% 2 /7™ 192.168.30.0, A1/
FEH] 192.168.1.0 4%, He & BN b 28 A0 F8 A B BB ] DUEARAT] B ARIE LS

K] 451l
Router 1 Router 2
Subnet: 192.168.1.0 Subnet: 192.168.30.0
LAN Port 4 WAN Port 2

41

BARZEESEEHSE | support@dvaco.com HARZFBIE : 4000585288 5
€/5RS 8% :010-85753236 ¥ 8026 RitBRSHRFE : design@dvaco.com &
i BRSS BiF : 010-85753236 # 8008 B MY - www.dvaco.com



R DVACO
14.2- Static Route B&SBRER

araknis

¢ STATUS
SYSTEM

araknis

STATIC ROUTE
Routing Table

Subnet Netmask Gateway Interface

192.168.1.0 255.255.256.0 . LAN

208.104.160.0 255.255.248.0 WAN1

239.0.00 255.000 LAN

default 0.0.00 208.104.160.1 WAN1
Static Route Setting

Destination Subnet [ Subnet Mask [ cateway [ Interface | Delete]

Rouﬂti&n\g“ Table BREREE

Subnet - feEH O LA AT M
Netmask — F87E % LI T M HED

Gateway - fEEMZELMNIHbE, *5 R ARu
Interface — {HFHERHIFEMFET, LAN (1/2/3/4) BLWAN (1/2)

Static Route Setting 2K HR

Destination Subnet

411 192.168.1.0

Subnet Mask — H HJ-F M7 M 4L, 8% /& 255.255.255.0

Gateway — H T MEIME
Interface — H - W45 FH A0 44 3ty 11

Delete — %
Add - ¥

- HiyMmm g, Hrgsbhte] B2 AR esM R, 8% 2 0, #l

7~

STATIC ROUTE

Routing Table

Subnet Netmask Gateway Interface

19216810 2566256 266.0 LAN

2081041600 2552552480 WAN1

230000 255000 LAN

default nooo 208.104.160.1 WAN1

Static Route Setting

Destination Subnet | Subnet Mask | Gateway | Interface | Delete
192.168.300 2566.266.266.0 192.168.30.1 LAN v m

Add

BEARZHESEFHBA : support@dvaco.com
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14.3 - Port Triggering 3% H ik

TEVHEMLNZE 24— A N R {8 FH AR 2 1 o 1 ) A0 SRR, I PR 2o o S e R 3]
PN R Y 1 E

O rOknlS & CLOUD SERVER: Connected System Time: 2015-04-10 07-17-42 System Uptime: 0d 07:47:52
o PORT TRIGGERING
& sTATUS
SYSTEM Enable| Trigger Ports | Forworded Ports | Description | Delete
CLIENTS AND SERVICES
4
PORTS m
(D seTTINGS m
SYSTEM

LAN

Enable — J& FH 3 I fik i R0 0]

Trigger Ports  — il ThEE M 1, o] DU AR — R80T (Flhn: 54000 , 24565 (.
5400, 5405) , BYyu[E (fU1: 5401-5410)

Forwarded Ports — Ui [, A PUEI N B— 1080y (0. 5400) , 25469 (fFl4n: 5400,
5405) , EJEHE (Flan: 5401-5410)

Description — AR

Delete — fHE&

Add - 0

.

1. A Add
2. B N i iy 1 AU ity 1
3. At Apply, FRAFHLIN

Port 5300

, o
Router
LAN Server Web Server
Subnet: 192.168.1.0
Port 5300
-
Router
LAN Server Web Server
Subnet: 192.168.1.0
-
Ports, 6000, 6001
Enable | Trigger Ports | Forworded Ports | Description | Delete
| 5300 \6000-6001 Web Server Application | @
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14.4 - DMZ REEX
{8 H DMZ {5 i o 13 —AN 1P Hbdik, JEFR 5 AN N B & 1o .

YA TN BT, DMZ 3@ H A Web RS #HZAT H T KBS RIZ AR

C] rd kﬂ]s CLOUD SERVER: Connected System Time: 0 System Uptime: 0d 07:4853

& sTATUS

SYSTEM Enabie

CLIENTS AND SERVICES DN TR AR

PORTS
(
(D seTTiNGS

SYSTEM Apply

WAN

Enable J2 FIThiE
DMZ Target Address JHT-# & I 1P ik

WAN

D

M f— DMZ Server
Router z

Router Firewall

LAN
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14.5 - One-to-One NAT

B LAN _E A3 25 Bl B — > WAN 2% i 1P ik

ONE-TO-ONE NAT

‘ Enable '}| “ yes

LAN IP

| WAN IP

192.168.1.50

54.147.123.42

Enable - J&HINRE
LAN IP  — AHu & 1P Hbhk
WAN IP  — #MX P Hihik

ZN (7|

AJEH 1to1NAT

WAN

Router

WAN IP: 54.147.123.41

LAN Device
IP: 192.168.1.50

BARZFHESEEHH : support@dvaco.com
R RS 8 :010-85753236 # 8026
1T BRSSHBiE : 010-85753236 # 8008

BH 1to1NAT

WAN

Router

WAN IP: 54.147.123.41

LAN Device
IP: 54.147.123.42
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FERLR I (VLAND 2 A8 535 P 73 BB TH . VLAN [R5 B 2 39 0 9 4% () m] Sk . S B AN 22 4
.

VLANS
&4 STATUS
SYSTEM 802.1Q LAN
(VID range is 2~4092)

VLAN ID Description | Inter VLAN Routing | Device Management| Route Binding LAN1 LAN2 LAN3 LAN4 Delete

1 Default Disabled v Enabled v None v UnTagged v UnTagged v UnTagged v UnTagged v
\\\\\\ Add
LAN
DDNS

VLANID — VLAN fbriR*5, ERIN VLAN Gh245 8 RN 1
Description &

Inter VLAN Routing - Ja HEZEH VLAN 2 [AlE(E
Device Management — A FEZEEH % 255 HH

Route Binding — W EIE, WAN1 Z{ WAN2
LAN1/2/3/4 - FCE VLAN #2816 LAN % .
— N TR PABC BN R AR —

Untagged — ¥iii I1J2 1 VLAN [ 5, ANdF VLAN ID.
Tagged — I &Lt VLAN IR, A VLAN ID.
Excluded — ¥ A& VLAN A% 5 .

15.1 - Benefits of VLANs VLANs K4k

<& G H VLANs RAIEFEH VLAN, TR
*VLAN 2 [8] 138155 X 45 7 45 4544 -
A VLAN, R FRiRE (1) MAFM S RIE S FTE 5%
“ffiH VLAN, T HEEEE AL A VLAN ID B, CKRimatFE e e . brid B A RIS B [E —
> VLAN [P R G2 HoAh % 4%
*VLAN AJ DAAE f— N /NI R . Bl : VLAN 7] DLEE— N KB REEMZ Y, 03] BT 1 )5
W, BT PR
VLAN 1 & F TSR AT P Zumiz % (FHL. . “PARERD -
VLAN 20 X T W48 248 (NVR. IP R1I&HL)
VLAN 30 fid& H T 5Kkt 3 shib /36 R 5% 4% -
VLAN 40 2RI HIE N Wi—Fio
* DUR 2 BRI AR VLAN ) — 347
A VR R P 255 R 3 ML E 2 A 3 g 1
WA MAC Hilie (VLAN A7) DAL B MAC i3k fo i8R fo i e s
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NETWORKS

*VLAN AJ PA5E ARl (FE[F]—™ VLAN 115 2% 0] DL EARIEAE ) 8078 vF AR ) VLAN /517 s VLAN
[) P E {5 A2 Eh i ph R B A 2R 3 B &1

VLAN X 28 745 «

192.168.1.25
— E

192.168.20.101

Trunk Port VID 20

192.168.1.X (VID 1)
192.168.20.X (VID 20)

192.168.20.102

i i A SEHNL

I VID 20

15.2 - Why Set up VLANs? Aft4ESLH VLAN?

WEsm Atk - ORFIH AT DLER ROR S R4, (EANREDS IR 2% (AR AR 73, BRARZ AR AT 0T 1]
BURR

/MU 28 s - B8R DME ] — 32 #bL, IFAR IS 5 20K 6 3 70 S VLAN. 1A Fg 22 A
ACHRMURAL L Z AT

15.3 - Basic VLAN Setup Recommendations 74 VLAN #EFZE

KR HE 7 VLAN [0 o F1) H AR B4R 7 28 IR i 28 136, AR5 T SR I 8 17 48 T 422 38 WA e 11
PR e B A LA B 28 R A R 0 B 1 IR
PYRFE AN, RA] LEERS 28 FACE VLAN. FRATTE T AT 28 bl 2 AT 15 B % e 2%,
DURF AR 185 95 AT V0 B A AR 1Y VLAN B2 2 6 8 17 1) AL
5 ANAI T VLAN AR AR B 45l -

*VLAN1 1# [ 192.168.1.XXX Hidik:.

*VLAN20 1§ JH 192.168.20.XXX i}k

*VLAN30 1§ [ 192.168.30.XXX Hbil:,
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15.4 - Configuring VLANs BEZE VLANS
BRIN, BB HAAE VLANL o 42 I8 7 I ESRBLE — 8T Araknis 2% FH 8 1) VLAN.

1. ENE P Gk BIB A, JFHEA Advanced 2%, VLANs.
araknis

CLOUD SERVER: Connected System Time: 2015-01-14 08:42:27

408422 System Uptime: 1d 16:22:34
VLANS
@ sTATUS
SYSTEM 802.1Q LAN
CLIENTS AND SERVICES (VID range is 2~4092)
TS VLANID | Description | ot VLAN | mevice g?£ﬁm LAN1 LAN2 LAN3 LAN4 Delete
W) SETTINGS 1 Default Disabled * Enabled v None v UnTagged v UnTagged v UnTagged + UnTagged v
SYSTEM
WAN Add
LAN
FIREWALL
DDNS

2. A Add AN —N 0 VLAN . o~ Esin—#717 VLAN 20.
araknis

CLOUD SERVER: Connected

System Time: 2015-06-12 13:54:39 System Uptime: 23d 032623
VLANS
& sTATUS
SYSTEM 802.1Q LAN
CLIENTS AND SERVICES (VID range is 2~4092)
PORTS VLAN ID Description | Inter VLAN Routing | Device Management| Route Binding LAN1 LANZ LAN3 LAN4 Delete
) SETTINGS 1 Default Disabled v Enabled v None ¥ UnTagged v UnTagged v UnTagged v UnTagged v
SYSTEM
20 Security Disabled v Enabled ¥ None v UnTagged v Tagged v Tagged v Excluded v EI
WAN
LAN
FIR

Add
DDN

iE:RTfC:t‘."v'p’l:\JI\G
3. HBCE VLAN fOHIR, B E M ) TARR,

4. iy Apply HECE EARERL REta B DT DHCP IS5 &A1 1M
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5. #EA LAN SEHCE B A VLAN 13 E

araknis

# STATUS
SYSTEM

CLIENTS AND SERVICES

PORTS
i) SETTINGS
SYSTEM

¢2 MAINTENANCE

I
PING

RESTART
OGOUT
ts) ADVANCED

I VLAN 20 1945357 f) TR Fil DH

araknis

I K S

CP iR 5545 X E .«

6. FCE VLAN 20 75 ZMZECE, i Apply fRAF I EARECE.

BARZEEEFHH : support@dvaco.com
EEREBIE :010-85753236 # 8026

itBRS HIE : 010-85753236 # 8008

CLOUD SERVER: Connected System Time: 2015-06-12 14:09:14 System Uptime: 23d 03:40:5
Port Settings
Interface Name | Speed | Duplex
LAN1 LAN1 Auto (1Gbps) v Full v
LAN2 LAN2 | Auto (1Gbps) v | Full v
LAN3 LAN3 Auto (1Gbps) v Full v
LAN4 LAN4 Auto (1Gbps) v Full v
DHCP Server Settings
Lease
- DNS Server
VLANID | Subnet IP | subnet Mask Name DHCP Mode | 1P Range/Relay Server | Time Mode DNS | Delete
? | (Minutes)
192 168 1.100 1:/0.0.00
102,166.1.1 256.265.256.0 default Server v : 1440 Proxy v Tor
192 1681148 20000
192.16%.20.100 1:0000
20 w||192.168.20.1 255.255.255.0 Security Server v ! 1440 Proxy v T
192.168.20.149 2:0.000
Create VLAN
DHCF Reservation Table
Enable| Static IP Address | MAC Address | Name Delete
@ | 192168120 85.0C:06:1D:33:68 [WaP Tl
e | 192.168.1.21 74:00:2B:5D:C6:C0 Asus T
@ | [192.168.1.30 00:03:CEAGFD:CD Managed Switch T
v 92.168.1.40 00:03EADA489 WB-400 Tl
e 9216614 00:03 EADAAY:10 WE-600 i
v 92 168.1.50 DD-0F DD 16 7C-BA NVR ||
e 9216615 00:0F DD 24 AD 82 Front Door Cam il
v 92.168.1.52 D46A01:11:A2:79 CUB-PW Tl

49

HARZHFEIE : 4000585288 %5

Wit RS HBAE : design@dvaco.com i&
EA MY : www.dvaco.com



iﬁ; DVACO

araknis

RELE I E% (VPND HIThRER: 7R M BB RIS, BEATINEF @R 78 Al i 2%
AJZ N o VPN I S T s HE A R I AN B 6 H AR bk A B st Bl AR YT I . VPN A £
FoydeT7a0, FEGRAEMEAT 7328, VPN AIHERL RS & RO B A2 AT S

VPNs 73N OpenVPN, PPTP, L2TP, or IPSec.
16.1 -VPN Status VPN IRE

araknis
| 0 | Tunnel(s) Used | 50 Tunnel(s) Available |m |
= Tunnel Status
) SETTINGS
SYSTEM ‘ 0 Tunnel(s) Enabled l 0 Tunnel(s) Defined ‘ ‘
No. Name Status mf::w(sm Local Group Remote Group Remote Gateway Tunnel Test Config. ‘
Add
e Group VPN Status
gi}"?': MAINTENANCE Group Name g::"n;?ed | :mls::w(irp | Local Group Remote Client Remote Client Status Tunnel Test Config. ‘
. Add
MENT
RESTART
Tunnel(s) Used — {5 FHrIETE 25
Tunnel(s) Available — %5 K ff)iEIE
Details — mdiiZHKEH VPN IRER
16.1.1 -Tunnel Status JEBRE
A H A AR AT A KB RRETE, DL AR I 2% 5 2 IEAE A
S Tunnel Status
) SETTINGS
SYSTEM ‘ 0 Tunnel(s) Enabled ’ 0 Tunnei(s) Defined ‘ ‘
No. Name Status g:z”::tmm Remote Group Remote Gateway Tunnel Test Config. ‘

DDNS

Tunnel(s) Enabled - HEIAHA@EEEH
Tunnel(s) Defined - H AT FR 1@ E £ H
No. — VPN iHiES

Name - H & XHIEIE AR

Status — VPN HIEIRA

Phase2 Enc/Auth/Grp — IPSec ¥ HE
Local Group — AHBWAGZHAT IP X E
Remote Group — ¥ ik & 201 IP % &
Remote Gateway — i IP FY 5%

BARZFHESEEHH : support@dvaco.com
R RS 8 :010-85753236 # 8026
1T BRSSHBiE : 010-85753236 # 8008

Add
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Tunnel Test — 'Eﬁii‘ﬁ%ﬂimﬁi_%
Config. — B 3O K br g 400 T8 152 B B BR 2% B
Add - FEINEH VPN

16.1.2 -Group VPN Status VPN ZDRR%

i Group VPN Status
SECURITY

Connected Phase2
Tunnels Enc/Auth/Grp

/;’ MAINTENANCE ‘ Group Name | Local Group ‘ Remote Client Remote Client Status Tunnel Test | Config. ‘

Add

Group Name - H & XHIH AR

Conected Tunnels — [ Aij{# FH 118 1E

Phase2 Enc/Auth/Grp  — IPSec [{J1% B

Local Group — ASHUWAGCZHI) IP X E

Remote Client — ZE3i %5 7 i ) IP BB

Remote Client Status — 373 2% F iy () FE IR A5
Tunnel Test — IEﬁii‘ZilfﬂiWJﬁié'Eﬁ

Config. — By SO Pl b o 1 308 T 2 L BT 2% H
Add  — WRINH VPN

16.2 -OpenVPN

AN-300-RT-4L2W #& %5 N B | OpenVPN ARk %528, HECM % & 7] LA# ] OpenVPN & 7 it v FH #
PR Ui I 4% . AnRAR B IEA R4S, 7] L OpenVPN 5 N\ AS i X 28 3 5245 4% 1 5% o2 oA
BARS A o

OpenVPN FIEAE M SSL/ TLS B 77 K.

751 OpenVPN iz17 Kl

Internet

Router 1 Router 2
192.168.30.1 192.168.1.1
OpenVPM Server

LAN IP Address: 192.168.30.10 LAN IP Address: 192.168.1.10

i3 OpenVPN, fifi 2 HRHREAE %N

%% OpenVPN %5 F1 i,
ZEF: 3] Router2
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16.2.1 - OpenVPN Menu OpenVPN 3EH

araknis

araknis

OpenVPN Server ON

OpenVPN Client Status

OpenV%’N Server — JFJi/5%H] OpenVPN A%
Account — KP4

Account Server Domain Name/IP Address Status Remote IP Export Delete
jrw732.araknisdns.com N/A 0000 2 ¢ m
Add
o

Server Domain Name/IP Address — ARZ523 10 0% 1P Huhik, B8R B 45 ) DDNS % FK

Status — EELIRE
Remote IP  — Ui iEFE R 441 IP ik
Export — 3 HIMCE

16.3-PPTP
.
f s
araknis System Time: 2015-04-10 07:53:2 System Uptime: 0d 082336
@ STATUS
SYSTEM Enable
CLIENTS AND SERVICES
ORTS IP Address Range
I S:ET:erGS Range Start 192.168.1.200
SYSTEM
WAN Range End 192 168.1.204
LAN
- PPTP Server
User Name Password Comfirm Password Delete ‘
0 Add
SECURITY Connection List
2 MAINTENANCE User Name Remote Address PPTP IP Address ‘
PING
rony

16.3.1 - IP Address Range  IP Hihit
Range Start PPTP — Mt &M NG 1P ik
Range End PPTP — it B4 N 450K 1P bk

16.3.2 - PPTP Server PPT P JR&5

User Name - Z[HEHIH 4
Password — & [hiEsn
Confirm Password — HE & i A1

BEARZHESEFHBA : support@dvaco.com
R RS 8 :010-85753236 # 8026
1T BRSSHBiE : 010-85753236 # 8008

BARZIEHEE 4000585288 #:5
Wit RS HBAE : design@dvaco.com i&
EA MY : www.dvaco.com
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16.3.3 - Connection List ZE#5)|#

User Name - EHE&EMHI%

Remote Address — EFLAEIT 1P Hidk
PPTP IP Address — ZrHCiiK 7 (I ACHE 1P Mtk

16.4 - VPN Passthrough
{i 1PSec A1 PPTP VPN 4k 70 F i@ i B k1 o

araknis

araknis
VPN PASSTHROUGH
& STATUS
SYSTEM VPN Passthrough Setting
IENTS AND SERVICE
IPSec Pass Through ON
RTS :
;;;;: SETTINGS PPTP Pass Through ON

SYSTEM

WAN

IPSec Pass Through — FRVF/A FUVT IPSec £k 1l i B K 455
PPTP Pass Through — FRVF/A LV PPT P A4 18 ik By K 3%

BARZFHESEEHH : support@dvaco.com
R RS 8 :010-85753236 # 8026
1T BRSSHBiE : 010-85753236 # 8008
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16.5 - Gateway to Gateway
P 9B R A B VPN AR AR — AN 48 Y AT LU VPN BB AT I8

GATEWAY TO GATEWAY

Add a New Tunnel

Tunnel No. 1

Tunnel Name :

Interface : WANT ¥

Enable :

Local Group Setup

Local Security Gateway Type : IF Only

IP Address : 208.104.167 .4
Local Security Group Type : Subnet v
IP Address : 192.168.1.0
Subnet Mask : 2552552550

Remote Group Setup

Remote Security Gateway Type : IP Only
_ Remote Group IP Type : IP Address v
bH ADVANCED
= Remote Security Group Type : Subnet v
IP Address :
Subnet Mask : 256.256.255.0
- IPSec Setup
» VPN
T Keying Mode : IKE with Preshared key v
Phase 1 DH Group : Group 1-768bit v
Phase 1 Encryption : DES v
» GATEWAY TO Phase 1 Authentication : MD5 ¥

GATEWAY

Phase 1 SA Life Time :

28800 seconds
( Range: 120-86400, Default 28500 )

Perfect Forward Secrecy :

v

Phase 2 DH Group :

Group 1-768bit v

Phase 2 SA Life Time :

Phase 2 Encryption : DES v
Phase 2 Authentication : MD5 v
3500 seconds

( Range: 120-28800, Default 3600 )

Preshared Key :

Minimum Preshared Key Complexity :

#| Enable

Preshared Key Strength Meter :

[amm ]

Advanced +

16.5.1 - Add a New Tunnel i @EiE

Add a New Tunnel

Tunnel No. 1

Tunnel Name :

Interface : WAN1 v

Enable :

TunnelNo. - HIE S
Tunnel Name - H & X iHIE %K
Interface — VPN E#:A7%m 1, WAN1 B WAN2

Enable - %), o HI¥TAIEIE

54

BARZIEHEE 4000585288 #:5
Wit RS HBAE : design@dvaco.com i&
EA MY : www.dvaco.com

BARZEEEFHH : support@dvaco.com
EEREBIE :010-85753236 # 8026
i BRSSEBiE : 010-85753236 # 8008



i\}? DVACO

araknis

WORKS

16.5.2 - Local Group Setup iE¥gikE

Local Group Setup

Local Security Gateway Type : IP Only

IP Address : 208.104.167 .4
Local Security Group Type : Subnet v
IP Address : 192.168.1.0
Subnet Mask : 255.255.255.0

Local Security Gateway Type — T3 REH I E, MW NhdRF ik E et
IP Address — AHuZHTH 1P Hhihik

Local Security Group Type — ¥ AR E, M TR IIFRPIE 2K

IP Address — EHEEIAHIZH 1) 25 15 £ 1P Hiuhik

Subnet Mask

— N T MR

16.5.3 - Remote Group Setup ZIFHEE

FILE MANAGEMENT

RES
LOGOUT
ROUTING
STATIC ROUTE
PORT TRIGGERING
DMZ
ONE-TO-OME NAT

Remote Group Setup

Remote Security Gateway Type : IP Only
Remote Group IP Type : IP Address
Remote Security Group Type : Subnet ¥
IP Address :

Subnet Mask : 255.255.255.0

Remote Security Gateway Type — TAEM L AERFHE, M FHFIRPIE 2R M
Remote Group IP Type — JZFE IP ZH2RH, M FHiFIER i E 2042k H

Remote Security Group Type — EREZERHKE, N NHFIRP & E 24 M

IP Address — JZFEZH) 1P HihE

Subnet Mask

BEARZHESEFHBA : support@dvaco.com
R RS 8 :010-85753236 # 8026
1T BRSSHBiE : 010-85753236 # 8008
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16.5.4 - IPSec Setup IPSec % &

LANS

»VPN

IPSec Setup

araknis

STATUS Keying Mode : IKE with Preshared key ¥
Phase 1 DH Group : Group 1-768 bit v

y Phase 1 Encryption : DES v

»GATEWAYTD- Phase 1 Authentication : MD5 ¥

GATEWAY

CLIENTTO GATEWA LS AL fFBei?‘ge. 120-86400, Defaull 233005;%0”‘15
Perfect Forward Secrecy : |
Phase 2 DH Group : Group 1-768 bit v
Phase 2 Encryption : DES v
Phase 2 Authentication : MD5 ¥
Phase 2 SA Life Time : .3522?.;5 T
Preshared Key :
Minimum Preshared Key Complexity : ¥ Enable
Preshared Key Strength Meter :

Keying Mode — M RPN . %M. Manual, IKE with Preshared key.

Phase 1 DH Group — BBt 1DH M, M FHi5ZR e S — A4 . ETT: Group 1 — 768 Bit, Group
2 — 1024Bit, Group 5 — 1536 Bit

Phase 1 Encryption — MMBt 1 &, M FHSEHIERE— KA, &ED: Options: DES, 3DES,
AES-128, AES-192, AES-256

Phase 1 Authentication — FYE{ 1 IMIE 0, M FRESEHFIERE — AN, #%EI: MDS, SHAL
Phase 1 SA Life Time — BBt 1 SABJIHE], %A 120 %) 86400 2 [A] (1%, BRiA 28800

Perfect Forward Secrecy — J&15 S0V IR

Phase 2 DH Group — BBt 2DH #h, M FHi5ZR e S — A4 . ETT: Group 1 — 768 Bit, Group
2 — 1024Bit, Group 5 — 1536 Bit

Phase 2 Encryption — BB 1 N7, M TFHREIEFE—AEA., %Ei: Options: DES, 3DES,
AES-128, AES-192, AES-256

Phase 2 Authentication — BB 2 IMIE 0, M FREZEHIESFE AR, #%EI: MDS, SHAL
Phase 2 SA Life Time — BB 2 SABF[H], %A 120 £ 86400 2 [A] (1%L, #RIA 3600

Preshared Key — EHEH)%55

Minimum Preshared Key Complexity — FHATEAK/AK 2540 5 4%

Preshared Key Strength Meter — RN M T FEE
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Advanced =2

araknis

Advanced

Aggressive Mode

Compress (Support IP Payload Compression Protocol(IPComp))

Keep-Alive

AH Hash Algorithm |MD5 v

NetBIOS Broadcast

NAT Traversal

Dead Peer Detection Interval seconds

Tunnel Backup :

Remote Backup IP Address :

Local Interface : WANA

VPN Tunnel Backup Idie Time :

seconds {(Range:30~999 sec)

Split DNS :

DNS1 :

DNS2:

Domain Name 1 :

Domain Name 2 :

Domain Name 3 :

Domain Name 4 :

Aggressive Mode — FRHR AR =

Compress (Support IP Payload Compression Protocol(IPComp)) — JE4E

Keep-Alive - KiEHz

AH Hash Algorithm — AIE =
NetBIOS Broadcast — NetBIOS | 4%
NAT Traversal — 7R k15

Dead Peer Detection Interval (Seconds) — il 4 /0K I TR] B

Tunnel Backup - iHIE &1

Remote Backup IP Address — #5i@IE K] 1P Hitik

Local Interface — EFFH T4 i 1

VPN Tunnel Backup Idle Time (seconds) —¥ & VI3 501018 2 jr B HR . (38

FEl: 30~999)
Split DNS — % DNS it &
DNS1/DNS2 — DNS Huhik
Domain Name 1/2/3/4 - 4 g%

BARZFHESEEHH : support@dvaco.com
R RS 8 :010-85753236 # 8026
1T BRSSHBiE : 010-85753236 # 8008
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16.6 - Client to Gateway

TE— N5 g AN S B 28 2 B 22 57— VPN i .

1 Tunnel F5E4

&8 ADVANCED
»VPN

» CLIENT TO GATEWAY

CLIENT TO GATEWAY

Add a New Tunnel

*' Tunnel

Group VPN

Tunnel No.

Tunnel Name :

Interface :

WANT ¥

Enable :

Local Group Setup

Local Security Gateway Type :

IP Crly

IP Address :

208.104.167.4

Local Security Group Type :

Subnet v

IP Address :

192.168.1.0

Subnet Mask :

255.255.255.0

Remote Client Setup

Remote Security Gateway Type :

IP Cnly

Remote Group IP Type :

IP Address

IPSec Setup

Keying Mode :

IKE with Preshared key v

Phase 1 DH Group :

Group 1-768bit v

Phase 1 Encryption : DES v
Phase 1 Authentication : MDE ¥
28800 seconds

Phase 1 SA Life Time :

( Range: 120-86400, Default: 28800 )

Perfect Forward Secrecy :

¥

Phase 2 DH Group :

Group 1-768bit v

Phase 2 SA Life Time :

Phase 2 Encryption : DES v
Phase 2 Authentication : MD& v
3600 seconds

( Range: 120-28800, Default: 3600 )

Preshared Key :

Minimum Preshared Key Complexity

¥ Enable

Preshared Key Strength Meter :

Advanced +

BARZEEEFHH : support@dvaco.com
EEREBIE :010-85753236 # 8026
i BRSSEBiE : 010-85753236 # 8008
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7~f5] Group VPN A5 5

&8 ADVANCED

»VPN
» STATUS

Add a New Group VPN
Tunnel * Group VPN
Group No.
Tunnel Name :
Interface : WANT x;
Enable :
Local Group Setup
Local Security Group Type : Subnet v
IP Address : 192.168.1.0
Subnet Mask : 255.256.255.0

Remote Client Setup

Remote Client :

Domain Name(FQDN) v

Domain Name :

16.6.1 - Add a New Tunnel i @EiE

Tunnel No.

Interface -

IPSec Setup
Keying Mode : IKE with Preshared key
Phase 1 DH Group : Group 1-768 bit
Phase 1 Encryption : DES
Phase 1 Authentication : MD5
Phase 1 SA Life Time : 28800 seconds ( Range: 120-86400, Default: 28800 )
Perfect Forward Secrecy : i
Phase 2 DH Group : Group 1-768 bit
Phase 2 Encryption : DES
Phase 2 Authentication : MD5
Phase 2 SA Life Time : 3600 seconds ( Range: 120-28800, Default: 3600 )
Preshared Key :
Minimum Preshared Key Complexity = ¥ Enable
Preshared Key Strength Meter :
Add a New Tunnel
* Tunnel Group VPN
Tunnel No.
Tunnel Name :
Interface : WAN1T
Enable :

- HES
Tunnel Name — H & X i 18 %4 FK
VPN ZEH: i 1, WAN1 5 WAN2

Enable — J& HiHiE

BARZEEEFHH : support@dvaco.com

EERSHBIE :010-85753236 ¥ 8026

itBRS HIE : 010-85753236 # 8008
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16.6.2 - Local Group Setup ¥ E

Local Group Setup

Local Security Gateway Type : IP Only

IP Address : 208.104.167.4
9 MAINTENANCE Local Security Group Type : Subnet v

IP Address : 192.168.1.0

Subnet Mask : 255.255.255.0

Local Security Gateway Type — T3 REH I E, MW NhdRF ik E et
IP Address — AHuZHTH 1P Hhihik

Local Security Group Type — ¥ AR E, M TR IIFRPIE 2K

IP Address — EHEEIAHIZH 1) 25 15 £ 1P Hiuhik

Subnet Mask — JEFZ 1T iR

16.6.3 - Remote Client Setup T4 E

RESIAR
e Remote Client Setup

¥» ADVANCED Remote Security Gateway Type : IP Only
RO

Remote Group IP Type : IP Address

Remote Security Gateway Type — GHEM &2 REA % E
Remote Group IP Type — iGAE IP ZH2K7
THAAES 1P Hihk

16.6.4 - IPSec Setup IPSec ¥ &

e IPSec Setup

ONE-TO-ONE NAT
Keying Mode : IKE with Preshared key v
Phase 1 DH Group : Group 1-768 bit v
Phase 1 Encryption : DES v
Phase 1 Authentication : MD5 ¥

28800 seconds

bl LS8 L Tmnc (Range: 120-86400, Default: 28800 )

GATEWAY TO GATEWAY
» CLIENT TO GATEWAY Perfect Forward Secrecy : i
Phase 2 DH Group : Group 1-768 bit v
LOCALDNS Phase 2 Encryption : DES v
NMP
) N Phase 2 Authentication : MDS ¥
LS

3600 seconds

Phase ZiSA L deTmie: ( Range: 120-28800, Default 3600 )

[ cucseno I —

Minimum Preshared Key Complexity : ¥ Enable

Preshared Key Strength Meter :

Keying Mode — M NHiFIRAFEFERA ., H%Ti: Manual, IKE with Preshared key .

Phase 1 DH Group — BBt 1DH B, M FHi5ZR RS — A4 . ETT: Group 1 - 768 Bit, Group
2 —1024Bit, Group 5 — 1536 Bit

Phase 1 Encryption — BB 1 %5, M TFHRHEIEFE A, Ei: Options: DES, 3DES,
AES-128, AES-192, AES-256

Phase 1 Authentication — FVEt 1 IAIES R, M FHSCrkFE— AR, #Ii: MDS5, SHAL
Phase 1 SA Life Time — BBt 1 SA IR [a], %A 120 #| 86400  [a] 4, BRIA 28800
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Perfect Forward Secrecy — J& 15 JLVFINER

Phase 2 DH Group — BBt 2DH B, M FHi5ZR RS — 4. ETT: Group 1 — 768 Bit, Group
2 —1024Bit, Group 5 — 1536 Bit

Phase 2 Encryption — MMBt 1 &, M FHSEHIERFE— KA, & Options: DES, 3DES,
AES-128, AES-192, AES-256

Phase 2 Authentication — BB 2 INIEJT 20, M TRSEHIESE — AR, ETT: MD5, SHAL
Phase 2 SA Life Time - FirBt 2 SA IS [A], %A\ 120 % 86400 Z [A] ¥4, ERA 3600

Preshared Key — ERE)ZHY

Minimum Preshared Key Complexity — HUTHEAK/K R E 4440

Preshared Key Strength Meter — TR A TTFEE

Advanced &%
|

Advanced

Aggressive Mode

Compress (Support IP Payload Compression Protocol(IPComp))

Keep-Alive

AH Hash Algarithm |MD5 v

NetBIOS Broadcast
NAT Traversal

Dead Peer Detection Interval seconds

Aggressive Mode — FHIRAH

Compress (Support IP Payload Compression Protocol(IPComp)) — JE4E
Keep-Alive - KiZEHz

AH Hash Algorithm — AIE 7=

NetBIOS Broadcast — NetBIOS | #%

NAT Traversal — ZF k[ -k %

Dead Peer Detection Interval (Seconds) — ANl 06 I T&] B
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16.7 - IPv6

J& AL & 1Pv6 4%,

LOG Connect on Demand : Max Idle Time & Win. Connect on Demand : Max Idle Time & Min.
Keep Alive : Redial Period 30 Sec. Keep Alive : Redial Period 30 Sec.
T ADVANCED i i

ROUT Use the Following DNS Server Use the Following DNS Server
DNS Server 1(Required)
DNS Server 2{Optional)
MTU * Auto Manual 1500 bytes * Auto Manual 1500 bytes
Enable DHCP-PD
LAN IPv6 Address 154 54

LAN setting
IPv6 Address fc00:1
Prefix Length
L IPv6 DHCP Server ON
» IPVE
’ Range Start fc00:100
Range End fc00:17f
DNS 1
DNS 2
Quick Setup

Client Lease Time (minutes) 1440

16.7.1 - IP Mode

IP Mode

Dual-Stack IP (IPv4 and IPv6)

IPv6 to IPv4 Tunnel

WAN Setting
Interface WAN1 WAN2
WAN IP Mode DHCF v DHCP v
Specify WAN IP Address
Prefix Length 64 64

Default Gateway Address

Username

Password

Service Name

IP X

IP Mode

Dual-Stack IP (IPv4 and IPv6)

IPv6 to IPv4 Tunnel

Dual-Stack IP (IPv4 and IPv6) — DI XUR AR 20 FT A0 5% P
IPv6 to IPv4 Tunnel =} IPv6 Y2l IPv4 JHIE
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16.7.2 - WAN Setting WAN &

i MAINTENANCE

VPN

STATUS

Interface
WAN IP Mode

Specify WAN IP Address
Prefix Length —
Default Gateway Address

Username —
Password -

Service Name -
Connect on Demand -

Keep Alive —

DNS Server 1(Required)
DNS Server 2(Optional)
— IRRAEHE R

MTU
Enable DHCP-PD

LAN IPv6 Address/64

WAN Setting

araknis

WORKS

Interface

WAN1

WAN2

WAN IP Mode

DHCP

DHCP

Specify WAN IP Address

Prefix Length

64

64

Default Gateway Address

Username

Password

Service Name

Connect on Demand : Max Idle Time 5

Keep Alive : Redial Period 30 Sec.

Min.

Connect on Demand : Max Idle Time 5

Keep Alive : Redial Period 30 Sec.

Use the Following DNS Server

Use the Following DNS Server

DNS Server 1(Required)

DNS Server 2(Optional)

MTU

° Auto Manual 1500 bytes

° Auto Manual 1500 bytes

Enable DHCP-PD

LAN IPv6 Address

/64

64

— A MIAELE WANT FT WAN2 ¥ 1
- WEEBE PR, &£ DHCP, Static IP, PPPOE
- JH'E WAN /) 1P s, HAE Static IP A0 AE AL

IP A K, BRA 64

— BRI SCHHE,
PPPoE 1 H 7 44
PPPoE #5125 1

PPPoE #& 2k 45 44 Bk

— fEH T 71 DNS k45 %%
- 1% DNS
— 4% DNS
— J& i DHCP-PD

16.7.3 - LAN Setting LAN % &

OPENVPN

PPTP

IPv6 Address —

Prefix Length -
IPv6 DHCP Server

BEARZHESEFHBA : support@dvaco.com
R RS 8 :010-85753236 # 8026
1T BRSSHBiE : 010-85753236 # 8008

LAN Setting

—IPv6 [ IP Hidi:

PPPoE B T 7% [ 22 KIS [) W7 i
PPPoE 453X I~ Ji £k H 12 (1Y) 1N} 1]
Use the Following DNS Server

HAE Static IP B A%

IPv6 Address

Prefix Length

IPv6 DHCP Server

Range Start

fc00::100

Range End

fc00:17F

DNS 1

DNS 2

Client Lease Time (minutes)

1440

IPv6 [ IP Hhhik

IP M3k i) R B
— JFJE /5% 1P v6 ] DHCP ThfE

BARZIEHEE 4000585288 #:5
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EA MY : www.dvaco.com

63



§F DVACO araknis

Range Start — [ B4 LR ASHE Hudik

Range End — HZI LA EHhE

DNS1 - % DNS

DNS2 - % DNS

Client Lease Time — HZI/rECHubEPI M AR TE], ERIA 1400 (24 /A

16.8 - Local DNS A DNS fR5-58

Fic B A DNS Ji 55 s IR 25 HE45 1) R gl R v 6 o O ME — (st ko A5 P St bk Dy 1) 38 4% iy A
Wi fE 1P Hidk.

LOCAL DNS DATABASE

| Domain Name smithrouter.local |
Host Name IPAddress IP Mode Delete
WAP1 smithrouter.local [192768120 Pvd v I@

Domain Name — Fi AANHL DNS AR &5 a3 bk 13k 44 , 5 2 40 7715 . BRIA : router<MAC Hidik>.com
Host Name — I A& %S
I anfi N WAPL, FRVR A Hb Ry dak 44 ik 5 & WAP1.smithrouter.local
IP Address — A1 1P Mtk
IP Mode — IP Hibi-f#)i%E42 770, 1Pv4 /IPv6

€« C A [ wapl.smithrouter.local/cgi-bin/luc

Authentication Required

The server http://wapl.smithrouter.local:80 requires a
username and password. The server says: The server says:

64

BARZEESEEHSE | support@dvaco.com HARZFBIE : 4000585288 5
€/5RS 8% :010-85753236 ¥ 8026 RitBRSHRFE : design@dvaco.com &
i BRSS BiF : 010-85753236 # 8008 B MY - www.dvaco.com



i‘}; DVACO

16.9 — SNMP
P02 B D10 fe] SRR 28 B (SNMIPD) ISR I 2% B % PR REAT I B . B SNMIP 5 2oL
HDREEZA LR & N

araknis T
T2

Graknis

ORKS

System Uptime:

SNMP Global Settings

System Name : router310020

System Contact :

System Location :

Enable SNMPv12

Enable SNMPv3

¢ MAINTENANCE

System Name — %\ SNMP [t B Fr 75 [ R 4 4 7K
System Contact —%ii )\ SNMP [t B Fr 75 ) R 4Bk &
System Location %I A\ SNMP Fit & Fr 75 A &
Enable SNMPv2 - FfJ5 SNMPv2

Enable SNMPv3 - JFJ5 SNMPv3

LAN ¥! Enable SNMPv12
FIR SNMPv12 Settings

SECURITY

¢ MAINTENANCE

Get Community Name :

public

Set Community Name :

private

Trap Community Name :

public

Send SNMP Trap to :

(For IPv4)

¥ Enable SNMPv3
SNMPv3 Settings
| Group Table |
| | Group Name Security Access MIBs |

[ User Table |
| ] Enable User Name Authentication Privacy [ Group |

3 En 3

SNMPv3 Trap Receiver IP Address:

SNMPv3 Trap Receiver User: No User v

VPN PASSTHROUGH

GATEWAY TO GATEWAY

65
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16.10 — ACLs i [ %] %
155 FE 7 1 4281 7] 2 TSR R o) S 5 2 g o 1

16.10.1 - Service Management fR& &8

araknis

& STATUS
SYSTEM

ACCESS CONTROL LISTS

Service Management

araknis

Service Name

Protocol

Port

Delete

All Traffic

TCP+UDP v

DNS

FTP

HTTP

80

HTTP Secondary

5080

HTTPS

443

HTTPS Secondary

5443

VBB BB B | BB | B

Add

Access Control List Settings
[Priorty [ Enable [ Action Service Source Interface: Source IP Destination IP [Tme [pays [iog [comig. |

it. [ da |
Service Name — FI44FK

Protocol — FRIU{s FH AT X 28 a8

Port — JFEEAIZ L 1S

Delete — fHE&

16.10.2 - Access Control List Settings 15 E#&E$|FR K E

RESTART Access Control List Settings

LOGOUT ‘ Priority ‘ Enable | Action | Service

o9 ADVANCED
ROUTING
STATIC ROUTE
PORT TRIGGERING

Priority — MR HS BRI RN I8 26 2 o FUU 27 $0AT - DL 1 AR5 T B HoAth gt (2,
3' Qovovee ) o
Enable — J& AL

Action — BEMINEM RVFEEE ILE(E

Service - &%

Source Interface — X4 U 1, WAN / LAN
Source IP — FHRLIUFE I AU 1P ik

Destination IP — {27~ HHRR DU 5 10 H 5 1P Hhihik
Time — IR KN A= 2 e ]

Days — FHIRHIIN AR H B

Log — HIRRAEET N MIESICRAERGHE
Config. — ZmiE B R

Add - @M

| Source Interface: ‘ Source IP Destination IP | Time ‘ Days ‘ Log ‘ Config. ‘

Add

66
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VvV ORKS

16.10.3 - Adding a New Access Control Rule #rgiy a#415]%

ACCESS CONTROL LISTS
& sTATUS
SYSTEM Services
CLIENTS AND SERVICES Action : Allow v
PORTS
P Service : All Traffic [TCP+UDP/1~65535]
() sETTINGS
SYSTEM Log : Log packets match this rule v
WAN Source Interface : LAN v
LAN
Source IP : Single v
FIREWALL
DDNS Destination IP : Single v
PORT FORWARDING r
TR = Scheduling
SECURITY
e Time : Always v
@2 MAINTENANCE .
PING From : 00:00 (hh:mm) To: |00:00 (hh:mm)
DNS LOOKuP Effective on : ¥ Everyday Sun  Mon Tue Wed Thu Fri Sat
FILE MANAGEMENT
RESTART

s Add LR IETLTH

. TE R RE R B TR 1 Action, Service, Fll Log
. MW FHSE s AF % B Source Interface 815 bifi

. i\ Source IP Hbhil 5% [

. i\ Destination IP bk 556 [Fl

BB S (a], aniR—EAEH, IR Always
sty Apply JE B A IFUU

Traknis DIt LAN ——— - WAN-
L LLALL - i — 1 G
(] {3 — Link/Act - N
, L O Reset %4
o AN-TOO-BT-4L2W |

Hg - #%F EEPTR/ANL 10 £, il Diagled (T NMRE EMT 1L, WASEE, HIH
HIREAA .

WE Y - ek EEIFR/NL 20 7, il Diagled AT PRENMFE 2T 1L, BB ESWE
T, B
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